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Presentation Overview

• Why do sanitization?

• What is sanitization?

• How to do sanitization?
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FISMA Legislation
Overview

“Each federal agency shall develop, document, 
and implement an agency-wide information 
security program to provide information security 
for the information and information systems that 
support the operations and assets of the agency, 
including those provided or managed by another 
agency, contractor, or other source…”

-- Federal Information Security Management Act of 2002
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Minimum Security Requirements
FISMA Requirement

Develop minimum information security requirements 
for information and information systems in each 
security category defined in FIPS 199

Publication status:
Federal Information Processing Standards (FIPS)  
Publication 200, “Minimum Security Requirements for 
Federal Information and Information Systems”

Final Publication: December 2005
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Categorization Standards
FISMA Requirement

Develop standards to be used by federal agencies to 
categorize information and information systems based 
on the objectives of providing appropriate levels of 
information security according to a range of risk levels
Publication status:

Federal Information Processing Standards (FIPS)  
Publication 199, “Standards for Security Categorization 
of Federal Information and Information Systems”
Final Publication: February 2004
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FIPS 199
Evaluate a system based on the impact 
of loss of the following:

Availability

Integrity

Confidentiality



National Institute of Standards and Technology
7

Minimum Security Controls
Develop minimum security controls (management, 
operational, and technical) to meet the minimum 
security requirements in FIPS 200

Publication status:
NIST Special Publication 800-53, “Recommended 
Security Controls for Federal Information Systems”

Final Publication: February 2005



National Institute of Standards and Technology
8

Sources of Information

• Department of Defense
• National Security Agency
• University Centers for Magnetic Recording 

Research
• Vendors
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What is sanitization?

Dispose: (not really sanitized) Just tossed away.

Clear: Resistant to keyboard attacks.

Purge: Resistant to laboratory attacks.

Destroy: Resistant to recreation of media
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Don’t re-do if working

Guidance is not intended to replace a 
sanitization program that is:

Effective

Operational

Compliant with FIPS 200 and satisfies 
SP 800-53 and 800-53A.
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How to do it?
Identify your media and know your 
information.
Decide on a sanitization method.
Find supportive tools.
Validate your tools/policies/procedures.
Share your findings.
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Take a graduated approach
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What is reasonable?
Don’t degauss the paper or spend $5K to 
sanitize a $50 hard drive.
Scale it up for ease, risk, resources.
Make cost effective risk based decisions 
weighing environmental factors that may 
be unique to your agency.
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Know What Information Is Where
What media are you using across your 
agency.  Is there non agency media on 
your systems?
What information is on that media.
What information is not on media.
Loose control of your information 
locations, loose control of your 
sanitization.
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Not all information is categorized

Many other forms of information 
exists that is not associated with a 
categorized system.  This information 
may be just as important for 
sanitization.
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Assign labels to your information

The ‘other than system’ related 
information needs to be categorized in 
accordance with local policy.

“For public release”

“For internal use only”

“For HR only”
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Make a decision regarding how to 
sanitize your media.

Low
Moderate
High
Internal Label

Dispose

Clear 

Purge

Destroy
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Share your discoveries
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Share your thoughts.
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Don’t forget the following:
Property management

Privacy Officers

FOIA Office

Management Continuity

Back ups
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Why, What, How

Do it because:
– Its required
– It reduces risk of unauthorized disclosure

Clear it, purge it, destroy it = control it. 
Identify your media, your information, your 
tolerance for risk.  Make a decision.
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Contact Information
100 Bureau Drive  Mailstop 8930
Gaithersburg, MD USA 20899-8930

Matthew Scholl 

(301) 975 2941

mscholl@nist.gov


